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Objectives 

• Analysis of the feasibility of different attacks to the NFC 

payment environment in  order to deploy the 

appropriate countermeasures  

• Assist the stakeholders in the NFC payments 

ecosystem to enhance the overall security of the NFC 

payments and implementation 

 



Vulnerabilities 

•Untrusted communication channel 

•No control set up between the NFC device and the POS 

•Denial of service in the physical layer of communication 

•Sending data at the same frequency 

•Denial of service in payment cards 

•Exceeding the internal transaction counter of the card 

•No encryption between the POS and the NFC device 

•Data captured can include the PAN, the expiry date, the cryptogram 
and the cardholder’s name 

 



• Ghost and Leech attack 

• The ghost acts as a card and the leech as a reader. It relays the 
communication between the NFC devices in a black box manner. 

• Eavesdropping 

• Feasible but the attacker would have to be in a close proximity to the 
NFC devices to perform the attack 

• Data modification 

• Not simple to achieve. If encrypted data is modified, the result will be 
a corrupted message. 

• Denial of Service 

• Relatively feasible with appropriate hardware.  

 

Threats 

Threats 



• Phishing 

• Replace an NFC tag to deceive the user to enter into a fake and 
malicious web site. 

• Card cloning and skimming 

• Relay attacks. This threat’s feasibility will depend on the EMV 
authentication method used. 

• Mobile Payment Application development risks 

• Typical risks that may exists on every software 

• Access to the Secure Element 

• OS access control flaws may allow unauthorized access to the SE 

 

 

Threats 



Mobile Card 

There is no reliable channel x x 

Denial of service in the physical layer of communication x x 

Denial of Service of the Wallet application x 

Relay Replay attacks x x 

Eavesdropping x x 

Malicious software x 

Access to the Secure Element x 

Comparison between the NFC mobile device and a contactless card for payments: 

Vulnerabilities and threats 



• Set up a secure channel between the NFC devices using a standard 
cryptographic protocol like Diffie-Hellman. 

• The devices should check the RF field while sending data 

• An attack can be prevented by detecting changes in the signal 

• Use signed tags to assure legitimate entities 

• Cancel automatic actions associated to tags in the NFC devices 

• Analyzing the security of the App code and following the best 
practices development recommended by the OWASP 

 

• Maintain the software applications and firmware updated 

Recommendations 

 



• Business model is changing from “issuer centric” to “user centric”. The 

final user will decide which applications to install and where. 

• MNOs and service providers need to follow the best practices like 

GlobalPlatform in order to manage the critical data in the NFC application 

deployment. 

• The OS developers will have to work together with mobile manufacturers 

to develop better ways of access control to avoid malware intrusion into 

the Secure Element or the Trusted Execution Environment. 

• Wireless technology is always sensitive to sniffing and eavesdropping. 

NFC payments need to take this into account when sending the user’s 

financial data wirelessly. Data encryption must be a requirement in this 

situation.  

 

Conclusions 

 


