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SecurePay: Guidelines on the security 

of internet payments

•Valid August 2015

•Strong customer authentication becomes 

mandatory - only for browser based 

payments

Merchants shift from browser to 

apps in order to offer convenient 

payments and keep business.

Or they move their business to 

a non-compliant country.
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SecurePay compliance table by August 2015 according to 

EBA

Belgium Italy Romania

Bulgaria Cyprus Slovenia

Czech Republic Latvia Slovakia

Denmark Lithuania Finland

Germany Luxembourg Sweden

Estonia Hungary United Kingdom

Ireland Malta UK (Gibraltar)

Greece Netherlands Iceland

Croatia Austria Lichtenstein

Spain Poland Norway

France Portugal
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PSD2 — the sequel of PSD of 2007

The original purpose of the PSD (implementation November 2009)

 To facilitate development of SEPA

 To introduce a new licensing regime to encourage non-banks (payment 

institutions) to enter the payments market

 To set common standards for terms and conditions and increase 

transparency

 To establish maximum execution times for payments within EU in EU 

currencies

 To encourage adoption of more efficient payment types

 To improve consumer protection

The purpose of PSD2

 To support better integration and a more competitive payment market

 To define conditions of access to the information on the availability of 

funds for third party providers (TPP), including payment initiation services

 To harmonise the Member States policies on surcharging in line with the 

regulatory decisions on interchange fees

 To adjust the scope and improve the consistency of the legislative 

framework
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PSD2 status and expected timeline

Please note that all dates later than May 2015 are a guesses

Commission proposal

European Parliament

Proposal

European Council

proposal

June 2013 Feb. 2014 Dec. 2014 Feb. 2015

Start of trilogue

Autumn

2015

Autumn 2017

Autumn 2016 Mid 2018

Formal approval Adoption into national 

legislation (max 2 years)

EBA to define 

technical standards

(max 1 year)

Implementation of 

standards (max 18 months)

Political and technical trilogue agreement (May 2015).
Now the Commissions legal expert team will review and check there are no conflicts 
with other legislation,  then it will be translated and subject to formal approval in the EU 
Council and Parliament (Sep 2015) and then adopted into the EU Journal and will be 
valid 20 days after. Then the national adoption can start...
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What does the PSD2 legislate?

 One-legged transactions (all currencies) 

 Unconditionally refund rights — (where goods 

are not consumed)

 Surcharging banned (for cards regulated in IFR 

and instruments in 260/2012 regulation)

 Payment Service User liability reduced from 

EUR 150 to EUR 50

 Introduction of Third Party Providers (TPPs)
 TPPs’ right to access payment accounts and to 

initiate payments from Account Servicing PSP (AS 

PSP)

 Liabilities

 No legal requirement of bilateral agreements 

between TPP and AS PSP

 A standard interface between TPPs and AS PSP

 Unauthorised transactions: The Account Servicing 

PSP must refund if PSU complains about TPP 

initiated entries

 Very detailed security requirements
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The devil can be in the details.......

Convenient and secure payments will rely 

on how the text is translated into national 

legislation (probably 28 different versions).

Article 4. 22b) ‘remote payment transaction’ means a payment 

transaction initiated via internet or through a device that can be used 

for distance communication; 

Article 87. 1a) ...... for electronic remote payment transactions, 

Member States shall ensure that payment service providers apply 

strong customer authentication that shall include elements 

dynamically linking the transaction to a specific amount and a specific 

payee.
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What is a third party?
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Third party providers according to the EU Commission.

“In a way, TPPs are the Easyjet and Ryanair of 

payments. The same payment experience than with 

major PSPs, but somewhat cheaper” – Erik 

Nooteboom, DG FISMA,  Westminster Business 

Forum Feb 25th 2015.
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TPPs acts as the man-in-the-middle but unfortunately not as it 

should be.

TPPs works as man-in-the-middle attacks and will render your current 

anti-fraud detection systems more or less useless.
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PSD2 on security and TPPs

TPPs will be registered at a website operated by EBA so banks can check 

that they are legitimate.

TPPs needs to authenticate themselves every time they act as a third party 

and connect to a bank.

TPPs must communicate with banks via APIs defined by European 

Banking Authority. The APIs will be based on open standards.

The credentials (strong customer authentication) issued by account 

servicing institute (bank) must be used every time a user wants to use a 

TPP.  The credentials must not be revealed to the TPP.

(The strong customer authentication also applies for banks when servicing 

their own customers)
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3 types of Third Party Provider services

1) Payment Initiation Service (PIS), means a service to initiate a 

payment order at the request of the payment service user with respect 

to a payment account held at another payment service provider;

2)   Account information services (AIS), means an online service to 

provide consolidated information on one or more payment accounts held 

by the payment service user with either  another payment service 

provider or with more than one payment service provider; but in principle 

they may look at all transactions and sell the information if it is in their 

T&C.

3) Payment Instrument Issuing  (PII), means a payment service by a 

payment service provider contracting to provide a payer with a payment 

instrument to initiate and process the payer’s payment transactions; 
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Third Party Provider Payment Instrument Issuer (TPP PII)

1) Consumer signs an agreement with another PSP that offers the 

alternative debit card and issues the new debit card with the 

necessary credentials (PIN code = strong authentication).

1a) The consumer gives consent to his bank, identifying the PSP to 

whom if addressed the bank should give the answer on the availability 

of the funds.

2) At POS with the merchant the consumer initiates the card payment 

by entering his PIN code (strong authentication).

3) The Merchant’s PSP (Merchant’s bank) requests the confirmation 

on the availability of funds to the PSP who issued the payment card

4) The PSP requests the confirmation on availability of funds to the 

Consumer’s bank where the consumers account is.

Merchant’s AS PSPPayer’s AS PSP

PSP

4

11a

5 6

3

2

3 6

MerchantPayer

5) The Consumer’s bank gives a simple yes/no answer about the certain amount of funds to the PSP.

6) The PSP sends the answer to the Merchant via the Merchant’s bank and the card transaction at the POS can be 

concluded or denied in the case of insufficient funds.

7 (optional) Meanwhile, if agreed with the consumer, his bank sends him information that there has been a request of 

confirmation on the availability of funds from a specific PSP and the answer that it gave.

8) The consumer settles his bill with the other PSP, possible via a direct debit and subsequently the merchant receives his 

funds.



17

Agenda

SecurePay – not PSD2 but still relevant

PSD2 status, timeline and content

Third Party Providers

What does this mean for mobile?



18

It is always difficult to make predictions..

“This ‘telephone’ has too many shortcomings to be seriously 

considered as a means of communication. The device is 

inherently of no value to us” – Western Union, internal memo 

1876

“Who the hell wants to hear actors talk? – H.M.Warner, 

Warner Brothers 1927.
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It’s not going to be a revolution!
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What could TPPs mean to mobile?

There will be a lot MORE competitors => increased competition and the big 

globals will be the first who knocks on our door. 

We will see more account-to-account transfers in apps and on websites but 

what about consumer protection?

The mobile here-and-know should be able to provide new experiences and 

services but if anything the regulation will hinder the ‘smoothness’ of the 

TPPs due to the security requirements.

The PSD2 states that AIS should be used to provide the user with an overall 

view of his financial situation immediately. That will be challenged.

Nothing new for corporates (they use AIS today via agreements between 

banks).

.
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Conclusion

PSD2 will regulate the situation where there are no agreement between 

TPP and bank.

We will see a big number of new players wanting to do account 

aggregation, PMF etc. for consumers but why should we expect new 

innovative solutions in a regulated environment when there are already 

players operating in the market today without regulation?

The regulation will not help TPPs in providing a great user experience -

unless EBA decides to go ‘of script’ and make APIs that makes sense.
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Article 58  - Payment Initiation Service

1b. The payment initiation service provider shall have the following obligations: 

(-a) not to hold at any time the payer’s funds in connection with the provision of the 

payment initiation service;

(a) to ensure that  the personalised security credentials of the payment service user,  

are not, with the exception of the user and the issuer of the personalized credentials, 

accessible to other parties and that they are transmitted by the payment initiation service 

provider through safe and efficient channels;

(b) every time a payment is initiated, to identify itself towards the account servicing 

payment service provider of the account owner and communicate with the account servicing 

payment service provider, the payer and the payee in a secure way, in accordance with Article 

87a, paragraph 1(d);

…..

(e) not to use, access and store any data for purposes other than  for the provision of the 

payment initiation service as explicitly requested by the payer;
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Article 58  - Payment Initiation Service - continued

2. The account servicing payment service provider shall: 

(a) securely communicate with payment initiation service providers in accordance with 

Article 87a, paragraph 1(d); 

…….

4a. The provision of payment initiation services shall not be made dependent on the 

existence of a contractual relationship between the payment initiation service providers and 

the account servicing payment service providers for that purpose.
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Article 59 – Account information Service

2. The account information service provider shall have the following obligations: 

(a) to provide services only based on the payment service user’s explicit consent;

…..

(d) to access only the information from designated payment accounts and associated 

payment transactions;

(e) not to request sensitive payment data linked to the payment accounts; 

Recital 18A: ....enabling the payment service user to have an overall 

view of his financial situation immediately at a given moment.
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Article 59 – Account information Service - continued

3. The account servicing payment service provider, in relation to payment accounts, 

shall:

(a) securely communicate with the account information service providers, in 

accordance with Article 87a, paragraph 1(d) and

(b) treat data requests transmitted through the services of an account information 

service provider without any discrimination for other than objective reasons .

3a. The provision of account information services shall not be made dependent on the 

existence of a contractual relationship between the account information service providers and 

the account servicing payment service providers for that purpose.
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Article 87 – Authentication

1. Member States shall ensure that a payment service provider applies strong customer 

authentication when the payer: 

(a) accesses his payment account on-line;

(b) initiates  an electronic payment transaction; 

(c) carries out any action, through a remote channel, which may imply a risk of payment fraud or 

other abuses. 

1a. In the case of paragraph 1 (b) for electronic remote payment transactions, Member States shall 

ensure that payment service providers apply strong customer authentication that shall include elements 

dynamically linking the transaction to a specific amount and a specific payee.
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Article 87a - Regulatory technical standards on authentication 

and communication

1. EBA shall, in close cooperation with the ECB and after consulting all relevant stakeholders, 

including in the payment services market, reflecting all interests involved, develop draft regulatory technical 

standards addressed to payment service providers as set out in Article 1(1) of this Directive in accordance 

with Article  10 of Regulation (EU) No 1093/2010  specifying:

(a) the requirements of the strong customer authentication procedure referred to in Article 87 (1) and 

(1a); 

(b) the exemptions to the application of Article 87 (1), (1a) and (1b), based on the criteria established in 

paragraph (1b) of this Article; 

(c) the requirements that  security measures have to comply with in accordance with Article 87 (1b), 

to protect the confidentiality and the integrity of the payment service users’ personalised security 

credentials, and

(d) the requirements for common and secure open standards of   communication for the purpose of 

identification, authentication, notification, and information, as well as for the implementation of security 

measures, between account servicing payment service providers,  payment initiation service providers, 

account information service providers, payers, payees and other payment service providers. 


