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Mobile Payments 
Security – a “layered” 
dependency  
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SEs are supported by 
Apple and most other 
OEMs 
(question still remains if 
installed SE’s will be accessible) 

HCE supported by 
Google and Blackberry  
(reaching possibly over 85% 
of all new phones shipped) 

Payment in the 21st Century 
Mobile Payments – a story of two technologies 

HCE  “Host Card Emulation” - Payment data is stored remotely from the device in a secure “host” 

SE “Secure Element” - Payment data is stored securely in a chip on the device  

21st century from the 2013/2014 perspective 
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Security and Trust: 3 parts - a summary 

SE or HCE Client? 

H
os

t 

Pre-deployed vs real time? 

Secure data and 
operations 

management 
 

 

 

 

 

•  Strong hardware based security 
protects data and reduces 
dependency on device software 

•  Depends less on device security 
•  Operates well off-network 

Secure Element (SE) Host Card Emulation (HCE) 

•  Depends on software based 
security and limited persistent value 
of data 

•  Relies on network connectivity 
•  Depends on device integrity 

•  Highly secure mobile connections 
with limited updates 

•  Operates seamlessly off network 
but with fewer risk management 
tools  

•  Highly secure communications in 
real time via “always available” 
connectivity (3/4G and WiFi) 

•  On network operations encourages 
real time risk controls (pre-
transaction) 

 

 

 

 

 

 

•  Highly secure services manager 
with a VERY High effort to attack 

•  Operates through limited,  
managed connectivity “off line”  

•  Secure service manager(s) -  
Requirements evolving but expect 
it to be a high effort to attack 

•  Operate on network, full time-
always open and on connection 
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Payment in the 21st Century 
Security and Trust from a 2015 perspective 

What are all these acronyms? What do they mean and how do you 
establish trust with all these technologies? 
From a security perspective, what are the competing “trust” technologies? 
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Payment in the 21st Century 
“Trust” technologies- a simple perspective  

Perso / Provisioning Issuer / Host Consumer Device 

Cloud 
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Payment Networks 
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Security through a “Defense in Depth” 

Overlapping layers of security to prevent, report and counter 
attacks in a distributed system 

Use smart phone  
as security monitor 
e.g. Device fingerprints,  

real-time risk assessment  
 

Minimize the value of the reward  
for the attacker 

 e.g. Tokenization, LUKs 
 

Protect data on-device 
with HW or software-

based “SE”  
e.g. SE, TEE, white box crypto, 

obfuscation, runtime  
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Tokens are defined by their use not the technology 

•    
 
 
 
 

That depends on who is defining them and what their purpose is. 
 
 
 

Security: Tokens? 

At a high level Tokens: 
•  Change the usability of the transacting data 

•  Are connectivity and storage agnostic 

•  Utility is in their limitation of persistent value, but require decisions: 

•  Processing utility versus security and persistence versus “uniqueness” 

But what are Tokens? 
•  It depends on who you ask… 

vs vs vs 

“Tokens are a game changer that will 
revolutionize how transactions are 

processed!” 

“Tokens will make 
 everything secure!” 
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What does it all mean? 

• Security is only as strong as the weakest link.  

• There is NO silver bullet – security must be 
considered at all stages.  
•  This a balance of qualitative and 

quantitative inputs. 

• The best approach is a “defense in depth” 
with overleaping measures. 

• This is a risk analysis decision based on the 
use.  

•  Depending on how they are deployed 
either its acceptable for its use (or not). 
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