Mobey Forum’s Biometrics Workgroup presents

Biometrics in Payments:
Touching Convenience
3pm CET Monday 23 Nov, 2015

The webinar will begin shortly. Until this time, there will be no audio.
The participants will be muted to avoid the background noise.

Welcome to the Webinar
Mario Maawad, Digital Risk & Fraud
Prevention, CaixaBank.
Co-Chair of the workgroup

Philippe Le Pape, Vice President,
Morpho.
Co-Chair of the workgroup

Mobey Forum is a global industry association
empowering banks and other financial institutions
to lead in the future of digital financial services.
It connects thought leaders to identify commercial drivers and
to provide insight for building better mobile banking and commerce.
Mobey Forum’s members collaborate to
analyse business strategies and technologies.

Mobey Forum is a non-profit organisation. Any income or profits generated shall be
applied in the furtherance of the objectives of the forum.
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Biometrics Is Already Used by a
Number of Banks Around the World
 In Nigeria, customer biometric data is captured at registration and
centralised, enabling banks to check that the citizen’s identity is unique.

 Biometric ATMs have been in Japan since 2012 and the country now has
over 80,000 that use palm or finger vein scanning. Citibank introduced them
in 2013 in Singapore, Malaysia and the Philippines. Also live in Brazil and
Poland.
 Barclays again has recently introduced finger vein readers for authentication
for its corporate banking customers.
 France card scheme, Groupement des Cartes Bancaires, announced it was
evaluating biometrics for authentication.
 UK digital bank, Atom Bank, has stated that it plans to use biometrics for
authentication.
 USAA customers have the option of using either fingerprint, facial
recognition or voice recognition with the USAA mobile app. At least 400,000
customers are using the system.

Financial Institutions See Authentication and
Payment Confirmation as Most Relevant Use Cases
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The Importance of Mobile
•

The introduction of Touch ID on iPhones has increased
customer acceptance of biometric authentication and
caused a surge in consumer demand, especially for
fingerprint recognition.

•

Small screens and keyboards make password entry a key
usability issue for mobile users.

•

Steady growth in acceptance and adoption of biometrics
for mobile device user authentication is likely to
continue.

•

The fingerprint may possibly be an interim step for
systems depending on mobile handsets.

•

Multipurpose peripherals on the devices: face and voice
biometrics can be implemented independently of the
host device and so they tend to be more freely
accessible to third-party applications running on
devices.

What Has Held Biometrics Back?
Dependence on technology providers, including handset
vendors
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20%

Internal factors

External factors

• Concerns of reliability
and accuracy.
• A lack of standardisation;
with existing
standardisation efforts
primarily being aimed at
public sector data
interchange rather than
commercial applications.
• Concerns about security;
expensive compared to
other security measures,
something that the lack
of industry
standardisation
contributed to.
• Lack of revocability

• Only in 2013, mass
adoption began with
Apple’s launch of the
iPhone 5S, equipped with
Touch ID: a fingerprint
sensor and biometric
matching software.
• Other smart phone
technologies such as
camera quality, network
communication speed
and processing power
were rapidly improving,
enabling a multitude of
biometric approaches
that use native
capabilities of the
devices.

Environmental
factors
• Historically, fingerprinting
and ‘mugshots’ have
been associated with
criminal justice uses.
• Regulations on collection
and use of biometric data
vary widely among
different countries.
Considered by some to
be intrusive (e.g. retina)
or unhygienic (e.g.
fingerprint).
• There are also fears that
biometric data could be
stolen and used towards
identity theft.

Things Are Beginning to Change for
Biometrics in Banking
Accuracy
•

US government federal resource on biometrics is able to say that “most biometric systems have
a high accuracy”.

•

Accuracy continues to vary by type and by technology; for example swipe fingerprint sensors are
cheaper but less accurate than static fingerprint sensors. Iris recognition is generally considered
one of the most accurate modalities but requires infrared illumination.

Security
• Even though Apple’s Touch ID was hacked, hacking is not viewed as easily scalable, as
demonstrated by the ability to bypass fingerprint scanners on Android phones and remotely
harvest fingerprints.
• Centralised storage of biometric records is also a potential security issue. A recent cyber attack
on the US Office of Personnel Management saw 5.6 million fingerprints stolen.
• Methods to securely store biometrics on handsets continue to evolve.
Standardisation of mobile biometric verification remains at an early stage, although there are efforts
underway to progress industry specifications and Visa and MasterCard are now in the process of issuing
biometric specifications.
Costs. Concerns about costs have been largely mitigated. Implementations by smart phone suppliers
effectively transfer the hardware cost to the price of the phone.

Which Biometric Architectures Are
Best for the Financial Sector?
On the device (e.g. as implemented by Apple Pay and FIDO Alliance)
• Users self-enrol their biometric data using the device.
• No live biometric data leaves the device and the data is stored only as a template.
• Advocated by mobile device and OS suppliers.

Centrally on a server or cloud
• Traditional biometric system designed for identification. Biometric samples are stored centrally as
templates in a matching subsystem.
• Identification (as opposed to authentication) via biometrics is feasible only if the user population is
small.
• Can also be used for authentication >> biometric data is captured on the device, i.e. the smart
phone, and securely transmitted to the server or cloud of the service provider, where the biometric
comparison takes place.

Biometrics as a third-party service
• Biometric enrolments, identification requests and authentication requests are routed to a system
designed and administered by a third party.

Biometric Modalities – Selection Criteria
Sensor availability
Device availability

Uniqueness

Permanence
Response time
Cost

Collectability

Acceptability
Power consumption

Multi-channel applicability

Circumvention
Reliability

Universality

Not in order of importance

There Is a Customer Demand And Readiness For Biometrics
Standards

Encouraging the development of an open and standardised application programming interface.
Certification programs.
Collaboration and standardisation will be the best way forward for financial institutions in this
area.

Multi-factor
Authentication

Biometrics should be viewed as a valuable part of a multi-factor authentication strategy.

Banks should accept that biometrics is not 100% accurate and reliable, whatever the modality,
and it never will be. Face recognition, however, is already at least as accurate as a four digit PIN.

Work on-going

As phone hardware develops, and cameras and microphones become more advanced, the need
for dedicated hardware, even fingerprint sensors in handsets will go away.

Takeaways
from
Mobey
Forum
Biometrics
Workgroup

Biometrics usage by banks is on the rise.

Fingerprint technology in particular is of interest as it fulfils most of the banks’ criteria,
and for most banks, fingerprint sensors incorporated into phone handsets are viewed as
an opportunity, especially when they are open rather than proprietary.
Authentication and payment transaction confirmation are the most likely uses for
biometrics in financial services.

In the short-term, banks will not view biometrics as something to use as a standalone
authentication method, but instead as a multi-factor authentication, with biometrics
working alongside a password, PIN or out of channel method.
The main drivers are customer convenience, the image of the bank as innovative,
security and customer retention.

All these factors have the effect of relieving the expectation that biometrics have to
have perfect accuracy right now. Accuracy levels are a work in progress.

Banks have a significant role to play in bringing this beneficial change in convenience for
consumers.
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Any Questions?

Please use the chat function
to submit your questions

THANK YOU
FOR ATTENDING THE WEBINAR
For further information on Mobey Forum please visit us at www.mobeyforum.org

