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• Working understanding of AI

• Why payments are a natural fit for AI

• Opportunities and Risks

• Risk-mitigation tools  
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Today’s Goals



• “Artificial intelligence is that activity devoted to making machines 
intelligent, and intelligence is that quality that enables an entity to 
function appropriately and with foresight in its environment.” 

• “…the analysis of data to model some aspect of the world. Inferences 
from these models are then used to predict and anticipate possible future 
events.”

• “I’m increasingly inclined to think that there should be some regulatory 
oversight, maybe at the national and international level, just to make sure 
that we don’t do something very foolish. I mean with artificial intelligence 
we’re summoning the demon.”
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What is Artificial Intelligence?



• Machine Learning
• Supervised Learning 
• Unsupervised
• Reinforcement Learning 

• Deep Learning 

• Natural-Language Processing (NLP)

• Visual Recognition

• Big Data: The 3 ‘Vs’ – velocity, volume and variety

22 May 2018 4

What is Artificial Intelligence?



• Google Maps 

• Ridesharing apps 

• Spam Filters

• Improved Home Care

• Cyborgs
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Examples of AI at work



• What is a payment? A payment system?

• Canada’s major payment systems:
• Large-Value Transfer System
• ACSS

• Visa
• Mastercard
• Interac
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Payments and Payment Systems



• Take 20 seconds to think about your “Week in Review”
• Where did you go? 

• Who did you see?

• How many times did you stop for groceries?

• Subscription renewals? 

• Gym payments?

• Bill payments?

• Mortgage/car loan?

• But your payment history is so much more than a tally of your spending

• Your payment history is an excellent proxy for you
• You are what you spend 
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Payments Lead to Data



• Compare the ease of building your Payment Avatar and the richness of 
the detail it’s given as payment methods get more sophisticated

• What would this picture look like with cash and cheque?
• Debit and credit cards
• Integrated mobile phone payments
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More Data Over the Years



• Inter-bank payments
• Credit and debit networks
• International wire payments (SWIFT)
• Trading platforms 
• Central Banks 
• Mobile networks
• Device providers
• Payment Service Providers

• Account Information Service Providers
• Payment Initiation Service Providers
• Account Servicing Payment Service Providers

• Traditional Financial Institutions
• Loyalty programs
• Billers and Merchants
• App developers 

22 May 2018 9

Payment Systems: Broader than Retail Payments



Personal Data
Its collection and use in payment 
systems
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• Authentication protocols
• Biometrics, etc.

• Security breaches
• Third-party access to data

• Loyalty programs and cross-selling

• Mobile payment security issues 
• Security of the app itself
• Additional data tracked 

• Misuse of data 
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“Plain Vanilla” Data/Security Concerns 



• AML/KYC 
• Payment fraud monitoring
• Lending decisions and collections 
• Payments processing
• Conversational payments
• Chatbots
• Cashier-free retail
• Surprise and Delight – sophisticated loyalty 
• Apps built on account information

• Prediction – Anticipation – Influence 
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AI and its use in Payment Systems



• PIPEDA
• Consent – collect, use or disclose personal information
• Personal information:

• Factual or subjective
• Recorded or not
• Identifiable individual 
• Age, name, social status, opinions, evaluations, intentions, credit records, ethnic origin   

• Fair Information Principles 
• Accountability
• Identifying purpose
• Consent 
• Limiting collection and use, disclosure and retention 
• Accuracy and Safeguards 
• Openness and Individual Access
• Challenging compliance 
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Privacy: General Principles in Canada



• How much data is enough data?

• Is consent required?

• What is “limited use”? 

• Do algorithms profile in a manner that is unfair, unethical or 
discriminatory?
• Upstream collection and downstream discriminatory impacts 

• Proportionality
• Surveillance through audio or video functionality of your device

• Privacy invasion disproportionate to the business object 

• Who is accountable?

• Who is in control?
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AI, Privacy and Data Security Challenges



• Understand your obligations 
• Canada and international 

• Privacy-by-design

• Reduce the need for training data

• Uphold data protection within the dataset

• Avoid a “Black Box” 

• Adopt a multi-disciplinary approach 

• Work to support the development of industry norms

• Users: understand your rights
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Solutions



Thank you

Dentons Canada LLP
77 King Street West
Suite 400
Toronto, Ontario M5K 0A1
Canada
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Dentons is the world's largest law firm, delivering quality and value to clients around the globe. Dentons is 
a leader on the Acritas Global Elite Brand Index, a BTI Client Service 30 Award winner and recognized by 
prominent business and legal publications for its innovations in client service, including founding Nextlaw 
Labs and the Nextlaw Global Referral Network. Dentons' polycentric approach and world-class talent 
challenge the status quo to advance client interests in the communities in which we live and work.  
www.dentons.com
© 2017 Dentons. Dentons is a global legal practice providing client services worldwide through its member firms and affiliates. This document is not designed to provide legal or other advice and you should not take, or refrain from 
taking, action based on its content. We are providing information to you on the basis you agree to keep it confidential. If you give us confidential information but do not instruct or retain us, we may act for another client on any matter 
to which that confidential information may be relevant. Please see dentons.com for Legal Notices.


