Touch ID for
AlastrialD

Solo gente maravillosa tiene acceso

Introduce el Password

Alastria Digital Identity |
An ongoing project

Aun no tienes cuenta? Créala aqui

(@l Accede con tu huella

September 2018

No recuerdas la contrasefia? Ayuda
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What is needed: a user centric, easy to use, safe, lawful, digital identity

model

The solution: A Self Sovereign Identity open blockchain platform
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enterprise grade, permissioned, open

Blockchain network

... made in Spain ;-)




A National Blockchain Network

Nonprofit association, open to everyone
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Self Sovereign Identity - SSI

The Internet was designed to
connect machines, not people.

Mone of us actually owns a digital identity, We simply rent’ identities from each of the websites
or apps we use, resulting in an inefficient, fraud-riddled, privacy-invading mess. Additionally,
each organization we interact with must store our personal information in massive databases.
These ‘silos’ become gold mines to hackers and toxic liabilities for anyone obligated to store the
CURRENT MODEL OF IDENTITY SELF-SOVEREIGN IDENTITY data.

Self-sovereign identity —
with verifiable claims: l‘

simply revolutionary.

Solving the identity silo problem begins with a digital identity that you literally own, not just
control — 3 "self-sovereign” Identity.

When combined with verifiable claims, it enables any person, organization, or thing to interact
directly with any other person, organization or thing, with trust and privacy.

Alastria Id: an SSI inspired, GDPR compliant, Identtity Management solution
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Alastria.lD: SSI & GDPR from the ground up

Security Controllability Portability Fines up to
the identity information must  the user must be in control  the user must be able to use 20 Mio €
be kept secure of who can see and access  their identity data wherever (or 4% of

their data they want and not be tied to turnover)
a single provider
Protection Existence Interoperabilit
P 4 State of Consent

Persistence Persistence Transparency the Art
Security

Minimisation Control Access

Consent (EU) 2016/679

Easure &

Forgoten

Privacy by

Design
SON)

https://blog.skidentity.de/en/is-your-identity-manageme... eady-for-the-general-data-protection-regulation/




The roles

User

Data owner

Requires Attestations and provide
Claims under his/her sole control

ALICF
Who am 1?

How am [?
What can | do?

Flnancial

Education
vaernment

Financial

Education
Government

G.AFA.

Etc.

rporates

G.A.F.A.

Etc.
Attesters Alastria ecosystem Service providers
Attest identity and other user Blockchain infrastructure Require authentication and
attributes Coopetitiveecosytem other user attributes to

provide their services



The data flow

Attestation

Flnancial
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Government
rporates

G.A.F.A.

Etc.

Attesters

Attest identity and other user
attributes

What can | do?

A

User

Data owner
Requires Attestations and provide
Claims under his/her sole control

Alastria ecosystem

Blockchain infrastructure
Coopetitiveecosytem

Flnancial

Education
vaern ment
rporates

G.A.F.A.

Etc.

Service providers

Require authentication and
other user attributes to
provide their services



Easy to use

% AlastrialD

[% Contrasena

INICIAR SESION >

Aun no tienes cuenta? Créala aqui

) Accede con tu huella

No recuerdas |la contrasena? Ayuda

Id Generation

UNIVERSITAT ox
BARCELONA

Universitat de Barcelona
quiere anadir 3 datos en tu
identidad

Carnet de estudiante
Master en Astrologia, Fisca de particulas y
Cosmologia

® WP Nivel 2, Fecha fin: 18/03/2021

Estudios finalizados
Grado en Fisica
2000 - 2004 Introduce el Password
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Touch ID for
AlastrialD

Solo gente maravillosa tiene acceso

Cancelar

[J Domicilio postal AUn no tienes cuenta? Créala aqui
Rambla de la Vila, 5, 4-3

08860 Castelldefels, Espana
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ACEPTAR >

Attestations
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No recuerdas la contrasefa? Ayuda

Authentication
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cINESA X

CINESA ha solicitado acceso
a 2 datos de tu identidad

Carnet de estudiante - Universitat de Barcelona
Master en Astrologia, Fisca de particulas y
Cosmologia
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D Domicilio postal - Ayunt. de Castelldefels y 2 mas
Rambla de la Vila, 5, 4-3
08860 Castelldefels, Espana
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Privacy by design: uncorrelatable actions g #-4s7r:»
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Features )O{ALASTR:A

ld Generation Authentication
LA Under User control, backed by Alastria Easyto use Singl&ignOn « B
Member User Authenticatione
nnnnnnnn * PermanentFlexiblePub&PrivKey Anti phisingS. Provider Authenticatiore
' management Alastria Id current Pub Key checking
» Linked to Attestation & Claims Interoperable with S.P. Auth. Tech.

m ‘Accede con tu huella ‘

Allows Single Sign On authentication
Secure ID & Key recovery mechanism

No recuerdas ia contrasefia? Ayuda ‘

Attestations

+% |« Under User control, linked to Alastria ID Under User controk cinesA X
S » Signed byssuer (Alastria Member) 1to N multiissuer signed attestations | ==
« User Deletion & Issuer Revocation Validity Periods | ==
» Nocorrelatablenashes Linked to specific Business Process | =
<= [« Multi Standard Attribute support Signed by Subject
@D | o Mandatory{ dzo 2 S0l Q& ! f I & (i NJSubjedt Rresentation & Deletion Req. | @m0

» Level ofAssurance support S. Provider Deletion Confirmation

Validity Period No correlatablehashese
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Use cases
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