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FRAUD HAS CHANGED,
OUR UNDERSTANDING MUST T00
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Engineered scams hijack
Aware but Misled decision-making
4 e Investment scams
Unaware & Passive v

Deception corrupts intent
e Romance scams

Fraud without customer ° PhlShlng and impersonation ° ngh-yleld crypto schemes
knowledge scams
o Malware and spyware infections * Refund and overpayment scams

e Large-scale data breaches

e Unauthorized access

Evolution of Fraud

From Unauthorized Access to Engineered Consent
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ICEBERG OF FRAUD

Banks see the transaction.
They don’t see the manipulation.
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Sharing is caring!

mobey forum

Case study: Collaboration initiative in Finland boosts protection against phishing

Finnish banks and telecom operators implemented a joint operating model that allows internet
traffic to phishing websites to be cut off within tens of minutes of discovery. The model pilot was
run in Spring 2025, and, as the results were encouraging, the operation went into production with
Finnish telecom operators by December 2025. Since then, several network operators and security
vendors have joined the initiative.

In worst-case scenarios, the phishing content remains available for days—even weeks—despite

a bank's takedown request. In this new operating model, network operators simply block their
customers’ traffic to these reported scam websites. Almost all banks in Finland deliver data, and a
significant number of operators are consuming the list, preventing access to those sites.

So far, the results are promising: the number of phishing victims has declined at banks, and the
volume of blocked traffic to the reported phishing sites is impressive.

Initiatives like this require courage, trust, and good collaboration between all parties and authorities.
Because of a carefully designed process, clear guidelines, and responsibilities, there were no

regulatory obstacles.

- Nordea




Fraud is networked...
Defence remains fragmented...

Collaboration gaps

Data silos and fragmented accountability increase
systemic risk.

Without cross-sector signal sharing and coordinated
response, fraudsters exploit the weakest link in the
chain.

While data sharing is not new, real-time, structured,
network-scale collaboration remains limited.




Regulation
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Regulation: evolution to data sharing

» EU regulation is evolving to actively enable fraud data sharing, not just constrain it

» Core pillars:
% AMLR (Art. 75): structured partnerships for AML/CFT data exchange
% PSR (Art. 83a) / PSD3: operational fraud data sharing between PSPs (mandatory)

» Objective — Strengthen prevention, detection, and ecosystem collaboration
» Key implication:
Fraud control shifts from institution-centric — network-based intelligence
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Regulation: Challenges industry is
facing

Misaligned incentives and commercial constraints

Technology and integration challenges

» Data:Transaction details, behavioral
patternS, fraud typOIOgleS (Taxonomy'”) Limited real-time information sharing capabilities

> Data protectlon and DPIAS Inconsistent processes, standards, and response times

Lack of clear ownership and accountability

» Organisational and governance

Legal, regulatory, or data-privacy constraints

Source: Mobey Forum's fraud survey, 2026

Figure 2: Main barriers to limiting the effectiveness of cross-industry collaboration in fighting Fraud
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Regulation: Towards a European Data-
Sharing Infrastructure

» EPC FRIDA Task Force building SEPA-wide fraud data-sharing framework

» Existing models:
» Countries having one sharing arrangement
» Countries having no sharing arrangement
» Countries having more than one sharing arrangement (Spain)
» Cross-border Sharing (Ncert)

» APIls and standardised connectivity

» Future state: Network-level analytics + shared intelligence pools

Fraud detection moves from bank-level — ecosystem-level capability
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Taxonomy
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Taxonomy

» Role of taxonomy:
» Standardise fraud classification
» Enable interoperability and comparability
» Improve information exchange quality

» Lack of common language = major barrier to data
sharing

» Industry consensus: Majority see cross-industry
taxonomy as critical enabler (from our Survey)

» The evolution of fraud increasingly points toward
scenario-based, payment-independent taxonomies
that combine behavioral, technical, and liability
dimensions.

mobey forum

No formal fraud taxonomy is currently used

Another external taxonomy, adapted to fit needs

EBA Fraud Taxonomy, used “as is”

EBA Fraud Taxonomy, adapted

Fully in-house taxonomy or classification framework
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I, 47 %

Source: Mobey Forum’s fraud survey, 2026



Trends & Survey
Results

Detection, Prevention, and Handling
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NFC relay attacks
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GOV.UK

Ocor ] |t

Hore's an updaie on your VAT submssion

Fo in-Gepth dotasts, ploase sign o your HMRC accouni, navigate 1o the
Messages’ soction, and ook for the messago ttied Making Tax Digial for
VAT Retuen’. Ths step is crucial for maintawn accuracy and security
You may be asked 1o verdy your kbenty.

For best results, open thes omad from a deskiop of computer, then use
Yous mobis device 10 scan the OR code.

How to Scan a QR Code
Step 1: Opon your phone's camera app and point it # the OR code
;::r::mmayuumaﬂeooncmuvm No noed to take o ¥ 80497(,\

Personalized letters Parking meter scam Poster scam
Portugal 2025-06

Stop 3: Tap the nk that 3pPOars on YOUr SCreen 10 CPON the Associaled
wobpage

Thés is an sutomated emad. Fiease do ol reply.

QR-based fraud
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Business / Tech mj

British engineering giant Arup revealed as $25
million deepfake scam victim

9 By Kathleen Magramo, CNN
@ 3 minute read - Updated 4:53 AM EDT, Fri May 17, 2024

OX=e

US mother gets call from ‘kidnapped
daughter’ - butit'sreally an Al scam
| MI DnB Norway

You only need 1 minute of audio
to create a convincing deep-fake attempted fraud

M 23MNOK
Deepfake impersonation

Please transfer $881, 7805 ngapore dollar
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Example of a
Family Emergency Scam Call

Hi Grandpa, it's me. @

Sebastian? Is that you?

Very scalable
Yes, it's me, Sebastian. FeW resources needed
Grandpa, I'm in trouble,
Target a large number of customers

and | need money for bail.

What happened?

Please don’t tell
Mom or Dad. I'll get
in so much trouble.

Please help me!

Al powered conversational agents
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“Hacking” the user @
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2FA

o
&q I Stolen credentials EB a n k

Account Takeovers (ATO)
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Forward received SMS message - dedicated number

2024: 7,600 messages
2025: 14,700 messages

ComReg: Mandatory SMS Sender ID registry

Case study:

Bank of Ireland — SMS verification
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ESMA

European Securities and Markets Authority

¢

ESMA logo for authenticity

However: Copied by fraudsters

Case Study:

Islandsbanki — awareness
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real-time
behavior-based fraud detection
adaptive analytics

Eika achieved nearly 90% reduction in phishing losses

Case Study:
Eika Gruppen — Real time behavioral analytics

mobey forum



Proactive fraud risk assessment and policy controls
Preventive rules and controls

Security controls and customer-managed settings
Transaction verification and confirmation

Secure onboarding and identity verification

Strong customer authentication

Customer communication and education

Figure 5: Top measures for preventing fraud
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Source: Mobey Forum’s fraud survey, 2026

Top measures for preventing fraud
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Establishment of fraud intervention teams [ 11%

Real-time monitoring and alert generation GGG 42%
Rules-based fraud detection [l 68% -
Risk scoring using external  [NEENEGGENN 32%
Risk scoring using internal models GGG 26%
Behavioral and device analytics NG 42%

Anomaly detection | EEG_—_— 37%

Source: Mobey Forum'’s fraud survey, 2026

Figure 6: Top measures for detecting fraud

Top measures for detecting fraud
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« 24/7 case management

« More automated information sharing

« Holistic fraud handling across products and channels

« Addressing the recovery and refund gap in cases where fraud
payments are authenticated and cannot be recovered for the victim

« Maintaining regulatory compliance

« Mule accounts

« Orchestration of tools

Future priorities

mobey forum
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