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Evolution of Fraud
From Unauthorized Access to Engineered Consent



A Reuters investigation estimated that around 10% 
of Meta’s 2024 revenue (approximately $16 billion) 

came from advertisements linked to scams or 
prohibited products and services. 

Fraud as an ecosystem problem



Sharing is caring!



Collaboration gaps

Fraud is networked...

Defence remains fragmented...

Data silos and fragmented accountability increase 
systemic risk. 

Without cross-sector signal sharing and coordinated 
response, fraudsters exploit the weakest link in the 
chain.

While data sharing is not new, real-time, structured, 
network-scale collaboration remains limited. 



Regulation



Regulation: evolution to data sharing

➢ EU regulation is evolving to actively enable fraud data sharing, not just constrain it 

➢ Core pillars: 

❖ AMLR (Art. 75): structured partnerships for AML/CFT data exchange

❖ PSR (Art. 83a) / PSD3: operational fraud data sharing between PSPs  (mandatory)

➢ Objective → Strengthen prevention, detection, and ecosystem collaboration

➢ Key implication:

Fraud control shifts from institution-centric → network-based intelligence



➢ Data:Transaction details, behavioral 
patterns, fraud typologies (Taxonomy!!!)

➢ Data protection and DPIAs 

➢  Organisational and governance

Regulation: Challenges industry is 
facing



➢ EPC FRIDA Task Force building SEPA-wide fraud data-sharing framework 

➢ Existing models:

➢ Countries having one sharing arrangement

➢ Countries having no sharing arrangement 

➢ Countries having more than one sharing arrangement (Spain)

➢ Cross-border Sharing (Ncert)

➢ APIs and standardised connectivity

➢ Future state: Network-level analytics + shared intelligence pools

Fraud detection moves from bank-level → ecosystem-level capability

Regulation: Towards a European Data-
Sharing Infrastructure



Taxonomy



Taxonomy

➢ Role of taxonomy: 

➢ Standardise fraud classification

➢ Enable interoperability and comparability

➢ Improve information exchange quality

➢ Lack of common language = major barrier to data 
sharing 

➢ Industry consensus: Majority see cross-industry 
taxonomy as critical enabler (from our Survey) 

➢ The evolution of fraud increasingly points toward 
scenario-based, payment-independent taxonomies 
that combine behavioral, technical, and liability 
dimensions.



Trends & Survey 
Results

Detection, Prevention, and Handling



Trends 



NFC relay attacks

NFC

app

NFC

app



QR-based fraud

Poster scam

Portugal 2025-06

Parking meter scamPersonalized letters



Deepfake impersonation

You only need 1 minute of audio 
to create a convincing deep-fake

DnB Norway 

attempted fraud 

23MNOK 



AI powered conversational agents

Very scalable

Few resources needed

Target a large number of customers



Prevention 



Account Takeovers (ATO)

Stolen credentials

2FA

“Hacking” the user



Case study: 
Bank of Ireland – SMS verification

Forward received SMS message → dedicated number

2024:  7,600 messages

2025: 14,700 messages

ComReg: Mandatory SMS Sender ID registry



Case Study:
Íslandsbanki – awareness

ESMA logo for authenticity

However: Copied by fraudsters



Case Study:
Eika Gruppen – Real time behavioral analytics

real-time
behavior-based fraud detection

adaptive analytics 

Eika achieved nearly 90% reduction in phishing losses 



Top measures for preventing fraud



Top measures for detecting fraud



Future priorities

• 24/7 case management 
• More automated information sharing 
• Holistic fraud handling across products and channels 
• Addressing the recovery and refund gap in cases where fraud 

payments are authenticated and cannot be recovered for the victim 
• Maintaining regulatory compliance
• Mule accounts 
• Orchestration of tools 
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